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HTFR ST (Cyber Crime) I8 Toh Tl Tafafer a1 10wy 81d € et T shoge, getie, Hamse ar 37
fefSeat qerient o1 STRINT HT=T ST T oo oq (AT ST &) §7 3ATHT  37ihel i =1 (Data Theft),
SIS T Heed (Data Alteration), SR FI TE HET (Data Destruction), HE (Hacking), fortr
ﬂﬁ'@T‘ﬂ@ﬁ(Financial fraud), 9E= I T'=ﬁ'{°[(ldentity Theft), 3TaTET 3cied(Online Harassment), T9 T
915 (Spam and Virus) I ee o fomen it qla I Gfed hTT(Dismantling security), €TgeX fepf3mT (Cyber
Phishing), 18X FAFT (Cyber Bullying), ST dii(Data Theft), 3R 3= fefoea =i (Digital
Methods )8 3T FHTAT JMHA ST 8 TSR ST STHAR T 2T T ITAM L Y I Aeareh A1 foeen
T 31‘!'&4’@!7?{ Fl'ﬂ%f?(Unauthorized methods) T {l)'{il'a'd fefSrea gﬁ'ﬂT T #d 2 e a’lﬁﬁ"l’cf(personal),
ﬁ?ﬁ'ﬁ(ﬁnancial), ST MO STHHRT T I8 (Loss of confidential information) Bl THAT 8| ST g TN
B Hohd & S Tk ST ST o6t ST fiemT, STHehrl § 9 sTeet i, foret for STepi) wt foret 3 i
ST AT T H ST HIT bl =Y AT AT AT AT, TRl o’ o e o W@ HATH I 98 AT3eR ST 6 T
4, SRR bt <R BT S foret o oft sheget & Sweht st STerrt Fehrer, SuiiTeha = 21 qreere 1 geunT
AT S THETHT ATeh! 38 TohET 81 AT i3 ST STHHRT T T L T, B TG BT, THHR H FS 8T AT
ST AT 36 AHHRT o 31 i St o1| FATeL JohaT A1 FSargd i ST €9 & T8 FHAT, 36 ST A1 4!
T AT oft WIEE AT o ST SATAT 2| EH SHA hT AT hleh eIt T JoHAT TgaT| ekt g foreft <t
oft frsft SR =Rt 86 sl ArgeR T & qed et 3 ure Wm S0t SSHT aTeht A oY fAsit SRRt § 3R
I SHEHRT ¥ IHHT THEM 8 Goh T I8 S0 AT bl TR Fd & 18 10T AT 36T IR & ST 2
TR T HeT W e ST FS U WG FF W AN & e arene fov 89 € 7 Jeah arera,
A €, qE HIL I HIH! BRI 810 8| HITEII TS (Software Piracy)SRT SR I T TR
T T | oo off HTEe Sh1SH & STaiid 3ATdT 81 Wil sioh shicd, $0eT, B9l (Fake Bank Calls, Emails, and
Messages) ARt TR FaT 3T UTEae hl TR T, gHehl 3T, WWWI I AR A8l T
ITHATE AT (Threats and Spreading False Information), €Tgsi{ 3;[%1’” AT TS WIEER T & T ot
[EREINE

TTZe AYTY o =1 § RA TR A Information Technology Act, 2000 (IT Act, 2000) 9T B2
TS fore & & Wrger STawredi oht afTie foharm 21 9 shT o ded WTgeR ST | Heiferd shg e Frerifed <6t
TS €, S e SR Heaeh SATUTNG SO shl Te=T el & AT IAh! EofT it 0 el 21 T8 1T WA H AT3eR
T 3T FeAFZ ok -3 ol L& o6 ToTT Uk T STaT HaT hLaT 8| $60 I ol GH-Hae o Eemierd feran
T © ATk A Serd! debtehl IR fefSteet ARl T Tehtera X TRl W 2008 W 38 At § wecaqet
H¥Ie T TT A 38 HET J F© AT ST B A AT, S FIgeR draradl, S 9, SR AR
SR I QT § T | HATUHINE Foagi-oh Searasii i €@l (Validity of Official Electronic
Documents), arTfereRTies fefoeat gxarer (Official Digital Signature) £ ‘cl-TH_\:ﬁ T ﬁﬁﬁl 3 w9 o
TSR AL  T&d 5 AT0RT S 7S, S fof TTger Jefigh, Arger draragy, 3 seagieh ol o HIed &
Iedted w1 fafegsror (Marking Harassment Through Electronic Messages)l HTgeR #T (Cyber
Security) & ferT mﬁﬂﬁﬁm CERT-In (Computer Emergency Response Team-In) 3T T este:g{
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HETYAT 3h1 BT, SfRT, |TgeR RITHT (Cyber Stalking), S HTSS ST S ST o FATT FHET T H1 T
foRaT T SFTAT HINEE IT (Amendment) Act, 2018 (Proposed but not yet enacted) 38 HINE 4 2T
SIEECIE 3ﬁ'{§'{&ﬂ (Data Privacy And Security) S T MRk T foram WW%‘J@T&TW%%’E
SATRT ST T AT o, AfohT 36 it 7o Ol X8 o TN 7 foRaT T2 21 e EieE & 383 ATgar S|
HIT HTgsR &I § FUR| Feiagi+oh S&drosii (Electronic Documents) T SodT SR WiwEar (Validity and
Admissibility) ST 3T T &SR G (Protect and Safeguard Privacy) % T FHt shew 33M1 &7
HIMEET T IT Act ST TH o @1 3R ot Ak wwrelt s St 2, anfer feforear v o fompfea B @at oik
AT AT T HeRTaeT fofRaT ST Heh|

TTFR STUY o 0T T UGN WTHTE A FEALT- HFo Y Toh S I ATcehlicren it
T g3 T 8, S SdH H HETRT shi A8 ST I TEI T 3| RIS QT STt H OO aTelt Seensit
o TaetT forl ST aTet FehTTeeh SRITHT H et Uitk H TSl Tt , FordshT ST SHTSTeh o JHTST § el ke 9
SIS Heftr BT T8T 2| $H 0T GHTSIRT T HEcqUl ST THTS ohl FHenstl s Fue o defd H @1 8, i
ST A 363 GHTS o faifreT fewt sht el 3T ST 3oh St & il AT 81 FIShr 1 Rai HIgsn
ST T Yoo, FATERAT 3 el 1 Temar Jam o § T 8 Wehal 2| SeteTe QT |Eieeh
AT ohT TTSE 13 o & H Traqor, fRreqor 7 s1qa o v & f@ qof foru, T ot sTrarverehat @ i a5
¥ U TS Hrshdl & Sl 3T Awe § SRt & SR Arger e i Jshurd § Hecaqt it 7 21 it
TS GLET o ST SITH SH-H Rl S T, 378 o i T [Seet e & Hehiieneh STl & &g
SfieR fopu S 3t Stcei STrareasha &) feer qed SIS T U1 o ATed ¥ Hgsr eaT ST Sreeha
FRIHHT T WeITer TR ST 21 THTSIoRTE URTarl ST WIS GLET SR $20e oAl Fuferd Suiar o Seshar
FIESHH AT ST Tehd & THH AT AT ST ok fer 1 B 37 g wwei fof o forg o 1ot safvema
ST T GUE FT Hehd &) WHTISh 1 % T8 gedad g1 Shell, Shicisll 31T HHEE § WIget geer w
FTARTTCATST T HATAISH R ST & Fored AT oht $aie 31T Heret Hifear o gefard SwinT & i # wwiesi fean
ST Heh| ATEE AT Th TR T & S foret oft wmrioes Sroft o AR wreed sl TR R dehd
FHTSIRT URTeR 36 &5 H &I8IT o Hehd &, Nfedl sl AHfes 3 qreHTcHes GHeH Y &t Gehd g 37 dTge
AT @ foe % AT 378 AIaRTe Wele S Wk 8l HTgsR Jelst & STfaq dedi i Jansit o fog Freafe
I T W FaTT 3 ITh! 88 I TS N U FAM H TSk R T sqay st 7l fifeat
3o AR ST T FERIAT HETHAT o TN H DR o1, GIeraAt qo IehT a5 GHTEA T, TS
URIeR 2T STIICE S ST 2| WHTSTER UTaR o EEar gRT ATgart STOTe o e STl 2l Sid e wemrdm ST
TTERT T ST T gfd T St 21 THTSTRT 9RIaR 3 ST bl FETHT &M & ¥ehd 8, 376 3o SRR 6
TR H ST AT &, T TR TS T FHAT HHATS o (TG ITH AR & HIoh A § 7EE FL T
TSR WIS SR - THY O ST T I FRRIAT 3T 37k ATRHRT o S H SR JaT HAT| ATga
OTET 3 AT H HISAAT 3T ATHTISR FETIAT TG FHEAT| FHTSERE TR e & T SR F:id ¢, et o
YR o USR] 2h! WIS ST o Tkl & ST HUd & SN Toh HehRTcHeh, HelTt ST GUferd ATgart arareror
S % T gqer o fafr fewdl 1 theje 8 Gl * ary et dget st i Tsha™ o for
FRIGHH SRS AT TS o T el 1 Tohle L HTSsR GRal § e ford Teqiatl ot <=l 1| JHTsihr
TR T SR STR T-ehT ETaHl, qford, S 1 S o TSitet o G fietent drger 7oy
UehoITH H 7aE A &) o U eaeh ST & ST {o¥ Tedl il Sgeht AT Ieeh STH 3 Teh| ATEa ST T Ukl
% fore fafir wimeHt it Teemstt o |y weanT SR FeafdT AT i wrgeR ST % R § fure s % forg
SICETREd AT AT 3 W ol FRHT T FHTSihrl URTa sk sl sl 98 ¥ SehRIcHed THTd STerd! d
HHTSTeR URISR ST o qate AR G o +ff 7ee d &1 9 3 AfhAl 1 WHTISTeh 31T AR Ferear JaT
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T T &, S TTgeR ST § forw &1 9o 8 afer I wiforsy F g STy 7 o) |rgeR SToer o fore gemes
AR 3T FHISEATAT G ST HET TAT I8 THEISH & I TiedTied i, SAqUiery s ga § fhe @
GHTfEd A T A I 378 IH: IS o1 HiehT 31 SHTSTRR WIS 6T S 36 FHTS) H FER AT 311 39
TR ohT T SET AT 2, Foee Fafirt e ot et ot |TeeT it 0 TaT 2| ATgert TR i et s
 FHTS T URTE o T U R &R S TR @, et o 7 et AifSdi s erET Ya R whd €, dfceh qHTS
T SITERAT AT TR 36 THE i 78 deF Uge | Wi 7eg F Fhd ¢l FHISH R UE T HET 3L WIS H
GHEITHAT il GHTE HTAT ST ST T Tl <1 refT 81 AT ST Toh T AT T @, forereh gofrer
FTSt o Ty Tt X ved €, forIY &9 & =i, Janet, niearet, 3t afg ATt T qrshrl IRIe i 3
&7 T HEcqul ANTaT ) TTEar ST o FRHR A bl ST HHHeh ST MTSHTeHe SATHTd T |THAT AT gl
| FHTSIRT U AN T WIS &7 & st T AR Jeftg, iR, HiaesT ararEl, N 3 wEe
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FUTSET ARIE ST WET, el S 3 SEHT H HT3eR GRaT O SNkl SN Jarg S ©f 3694 ant
1 I8 A H Heg fierdt & foh F 310 SaftRTa S2T ohT GUall o 3 Wehd & ST HTgsR STHT § = o forg
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afeh T ATTEeh SR ATaHTHe: i it TTRics YaT foram ST deraT 2 SITTeeRaT ieishe TS o fafy= ol &
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T ehdl €, STt AT Sedd, ST SR el o i veqett w straniid 8 e TS St g
Haeff 1 et STTARTCl SAfRAT S (CERT) 3R 9ford & osh, Semidm SR an-s Tfial s,
Re FHTST Shriehdt oht ferh fiamt o SiTeft 21

e

IS Y hT UFHAH H UL GG T ST T shael NSl ohi A, NI 3T HHT T
Y& F qoF EHd 2, S T8 aHar ST STgat STt & G o fog ot Rl T 2 §uIsT 1 e |
O % Fi SITReRAT Set™, TR shi GUiera feforeet saaer o fore iR s, iR |gsr sty & fag
A ShTishHT Sl TATORT 3 TR MfHRT T €1 STohT AMTaT | ST 3 Tkt | TTHTIST, FHT 3
TG EeRIoT & TecUl B TeRdT 3 TEER ST SR FHTS e T T T i Hf TR GA & ST geT
2 uTSE URIeR 39 & § wecul iRt T Wehd ©, 7 shaet AR ST i Jhur H, afoens difsdr @
HETAT, FHH ATIERH, SR A e THei Wi & X §ehd &) 819 &, GHTSRR Ua TSt § SInTeehdl
AT ST GRET IUTT hl TGTAT o ATFE ST T AT 5 THET bl W F H ANTEH F Wbl o FHISTHR
RTer 2T WSS AU hl Tehelr H FEeT ol EXqard &1 Gehal &, Fifeh o 7 shefet fifSel 1 TR Ja i &,
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wECEAYUl SfHRT T Wkl €| gk ST, WHTSIRR URIsRT o ure ifd o Afdes S e dHeE
FIRIA BT &, S WIE LT o T & s § 7equl 8l Information Technology Act, 2000%* WRa H
fefSreat g & foTe ueh Al it @t 21 78 7 A 3-adm, sidie s 3R fefoea axamst i
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https://cybervolunteer.mha.gov.in/

https://www.fbi.gov/investigate/cyber

https://mhcyber.gov.in/report-complaint

https://cyberpolice.nic.in/

https://www.interpol.int/en/Crimes/Cybercrime

https://hi.wikipedia.org/wiki/%E 0%A4%B8%E0%A4%BE%E0%A4%88%E0%A4%AC%E0%A4%B0_%E0%A4%85%E0
%A4%AA%E0%A4%B0%E0%A4%BE%E0%A4%A7
https://readerblogs.navbharattimes.indiatimes.com/animeshsharma/cyber-security-issues-current-indian-cyber-laws-and-

steps-to-be-taken/
https://incometaxindia.gov.in/hindi/pages/acts/information-technology-act.aspx

https://egovernance.vikaspedia.in/viewcontent/e-governance/about-rti-act-2005/93894291a92893¢
https://indiankanoon.org/doc/1965344/
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https://prsindia.org/theprsblog/a-background-to-section-66a-of-the-it-act-2000?page=2 &per-page=1

https://www.scobserver.in/cases/peoples-union-for-civil-liberties-implementation-of-s-66a-it-act-case-background/
https://www.bbc.com/hindi/india-63238374
https://services.india.gov.in/service/detail/%E0%A4%B8%E0%A5%82%E0%A4%9A%E0%A4%A8%E0%A4%BE
https://www.indiacode.nic.in/handle/123456789/1999

Information Technology Act, 2000 (IT Act, 2018)

https://infosecawareness.in/cyber-laws-of-india

https://www.axiomlaw.com/guides/cyber-law
https://www.bhaskar.com/news/cybercrime-from-fines-to-it-act-to-life-in-prison-041519-3011019.html
https://cybercrime.gov.in/

https://services.india.gov.in/service/detail/national-cyber-crime-reporting-portal

https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/cyber-crime

https://cytrain.ncrb.gov.in/
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