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Hkkjr es lk;cj vijk/k vkSj lqj{kk es vkus okyh pqukSfra;k 
MkW- ljyk /kkcsdj 
lg;ksxh çk/;kid 

iq#”kksÙke FkksVs lektdk;Z egkfo|ky;  
ujlkGk jksM] ukxiwj- 

               eks- ua- 9422439750 
Abstract  

Hkkjr esa gj fnu lks’ky fefM;k lsa lk;cj vijk/k ds [kcjksa ls Hkjs gksrs gSaA blfy;s gesa lks”ky fefM;k IyWVQkWeZ dk 

mi;ksx djrs le; FkksMh lko/kkfua;k cjruh pkgh,aA ;g FkksMh tkx#d gksdj lk;cj geys ;k lk;cj vijk/k ds [krjs dks 

de dj ldrs gSaA cgqrgh de ç;kl lsa mu lks’ky fefM;k IyWVQkWe ls vkids O;fäxr MkVk fd lqj{kk lqfuf’pr djuk 

laHko gSaA baVjusV yksxksa ds fy, ojnku cu x;k gSaA blds vykok baVjusV fd c<rh vko’;drk dsa lkFk gekjh tkudkjh 

vkSj MsVk dh lqj{kk Hkh ,d pqukSaorh cu x;h gSaA pkgs vki ,d daiuh esa ekyd gksa ;k ;nh vki dsoy baVjusV ds 

vH;kld mi;ksx drkZ gSaA rks vkidks blckrdh tkudkjh gksrh pkgh,A baVjusVus euq”;dks a ,dgh LFkkuij cSaBdj lcdqN 

vklkuh lsa miyC/k dj fn;k gSaA lks’ky usVodhZx] vkWuykbZu ‘kkWihax] MkVk LVksj djuk] xsehax djrk] vkWuykbZu i<kbZ] 

vkWuykbZu tkWc] gj oks laHko dke tks euq”; lksp ldrk gSaA  

  blesa voS/k ;k vuk/khÑr xrhfo/kh;k¡ ‘kkehy gSaA tks fofHkUu çdkjds vijk/k djusds fy, ç/kksfxdh dk ykHk 
mBkrh gSaA lk;cj vijk/kesa vijk/kksadh ,d foLrr̀ ‘kà[kyk ‘kkehy gSaA ;g O;äh oks la?kVu ds lkFk lkFk ljdkj dks Hkh 

çHkkfor dj ldrh gSaA  lkc;j lqj{kk ;g d¡I;qVj] loZj] eksckbZy] fMOgkbZl] bysDVªk Wfud flLVhe] usVodZ vkSj MsVk dks 

nqHkkZoukiw.kZ geyksa ls cpkus dk vH;kl gSA baVjusV dk fodkl vkSj blls lacaf/kr ykHkksa ds lkFk lkbcj vijk/k dh 

vo/kkj.kk Hkh fodflr gqbZA lkbcj vijk/k fofHkUu :iksa esa fd;s tkrs gSaA dqN lky igys] bvaVjusV ds ek/;e ls gksus 

okys vijk/ska ds ckjs esa tkx:drk dh deh FkhA lkbcj vijk/ska ds ekeys esa Hkkjr Hkh vU; ns’kksa ls ihNs ugha gS] tgk¡ 

lkbcj vijk/k dh ?kVuk;sa fnu&c&fnu c<rh tk jgh gSA  

Keyword :  lk;cj vijk/k] baVjusV] lk;cj lqj{kk] MkVk- 

ifjp; %  
FkksMk lrdZ jg dj vkSj ,grfr;kr cjrdj vki vius vkidks bu [krjksa ls cpk ldrs gSa vkSj vklkuh ls lks’ky 

usVofdZax lkbVksa dk ç;ksx dj ldrs gSaA ,slh /kks[kk/kfM;ksa ls Lo;a dks vkSj vius fe=ksa dks cpkus ds fy, vkidks lrdZ 

jguk gksxk vkSj dqN lqj{kk mik; djus gksaxsA 

pfy, ppkZ djs fd vki [kqndksa vius lks’ky feMh;k vdkÅaV dks dSls lqjf{kr j[k ldrs gks vki bu lq>k¡vksadks viuk 

ifjokj vkSj fe=ksadks ‘ks;j djsaA vius lks’ky usVofdZax vdkÅaV dks lqj{khr j[kus ds fy, igsyk t#jh dne ;g gSa dh 

;g g¡d uk gksuk ik, ;k [krjs esa uk iMs blds fy, vkidks ,d eqf’dy ikloMZ dk ç;ksx djuk pkgh, vkSj le; 
le; ij bls cnyrs jgsaA vki tksa dqN Hkh lks’ky usVodhZax lkbM iksLV djrs gSa og gj fdlhdks fn[kkbZ nsuk tc vki 

vkiuh iksLV dh ,Dlsldks vius fe=ksa vkSj QkWyksolZ rd flfer ugh djsaxsA vkidks vkiuk lks’ky feMh;k vdkÅaV dh 

çk;Ogslh lsVhax cnyuh pkgh, vkSj ;g lqfuf’pr djys dh vkidks viMsV~l iksLV vkids dsoy fe= QkWyksOglZ gh ns[k 

ldsaA lkbcj vijk/k fofHkUu #ikssa esa fd;s tkrs gSA dq< lky igys] baVjusV ds ek/;e ls gksus okys vijk/ksa ds ckjs esa 

tkx#drk dk vHkoko FkkA lkbcj vijk/ksa ds ekeyksa ds ekeyksa esa Hkkjr Hkh mu ns’ksa ls ih<s ugh gS] tgk¡ lkbcj vijk/ksa 

dh ?kVukvksa dh nj Hkh fnu&çfrfnu c<rh tk jgh gSA lkbcj vijk/k ds ekeyksa esa ,d lkbcj vijk/kh] fdlh midj.k 

dk mi;ksx] mi;ksxdrkZ dh O;fäxr tkudkjh] xksiuh; O;kolkf;d tkudkjh] ljdkjh tkudkjh ;k fdlh fMokbl dks 

v{ked jus ds fy;s dj ldrk gSA mijksä lwpuksa dks vkWuykbu cspuk ;k [kjhnuk Hkh ,d lkbcj vijk/k gSaA 
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blesa dksbZ la’k; ugha gSA fd ;g ,d vkijkf/kd xfrfof/k gS] ftls daI;wVj vkSj baVjusV ds mi;ksx n~okjk vatke fn;k 

tkrk gSA lkbcj ftls bysDVªkWfud vijk/k ds :i esa Hkh  tkuk tkrk gSA] ,d ,slk vijk/k gS ftlesa fdlh Hkh vijk/k dks 
djus ds fy;s daI;wVj] usVodZ fMokbl ;k usVodZ dk mi;ksx] ,d oLrq ;k midj.k ds :I esa fd;k tkrk gSA tgk¡ buds 

¼daE;wVj] usVodZ fMokbl ;k usVodZ½ tfj;s ,sls vijk/ksa dks vatke fn;k tkrk gS ogha bUgsa y{; cukrs gq, buds fo#n~/k 

vijk/k Hkh fd;k tkrk gSA 

,sls vijk/k esa lkbcj tcju olwyh] igpku dh /kksjh] ØsfMV dkMZ /kks[kk/kMh] daI;wVj ls O;färxr MsVk gSd djuk] 

fQf’kax] voS/k MkmuyksfMax] lkbcj LVkWfdax] ok;jl çlkj] lfgr dbZ çdkj dh xfrfof/k;k¡ ‘kkfey gSaA xkSjryc ghS fd 

lkW¶Vos;j pksjh Hkh lkbcj vijk/k dk gh ,d :i gSA] ftlesa ;g t#jh ugh gSaA fd lkbcj vijk/kh] vkWuykbzu iksVZy ds 

ek/;e ls gh vijk/k djsA 

lk;cj vijk/k % lk;cj vijk/k dk laca/k dWEiwVj }kjk gksusokys lqpukvksa ds vknku&çnku ,oa O;kikfjd ysunsulsa gSA 

baVjusV ds ek/;e ls gksusokyk vijk/k lk;cj vijk/k dgykrk gSA 

çdkj % 

• bZ&esy LiwfQax & vkidks ,sls bZ&esy Hkstdj tks okLrfod yxs rFkk fo’oluh; bZ&esy vkbZ Mh ls Hkstk x;k yxs 

fdarq okLro esa ,slk ugha gksrkA 

• }s”kiw.kZ Qkby ,Iyhds’ku % vkids LekVZQksu rFkfk O;fäxr MkVk rd igqap cukus ds fy, lh/ks eSlst Hkstuk] xxsfeax] 

bZ&esy vkSj osclkbV ds }kjk vkidks }s”kiw.kZ rFkk cqjs ,Iyhds’ku vkSj Qkby HkstukA 

• lkekftd baftfuvfjax %  lkekftd bathfu;fjax ,d ,slh rduhd gS ftldk ç;ksx lkbcj vijkf/k;ksa }kjk vkils 

tkudkjh çkIr djus ds fy, vkidk fo’kl thrus ds fy, fd;k tkrk gSA vkidh tkudkjh çkIr  djus rFkk@vFkok 

vkidks dqN uqdlku igqapkus ds fy, bl ckr dk ç;ksx djrk gSA fd vkidks lcls vf/kd D;k ilan gSA eku yhft, 

vkidks vkWuykbu xse [ksyuk ilan gSA- cg#fi;k ,d vU; cPps dh rjg O;ogkj djsxk rFkk vkidks ckrphr rFkk 

tkudkjh lk>k djus ds fy, vkeaf=r djsxkA 

• fMLVªhC;wVsM fMuk;y&vkWQ&lfoZl (DDoS) vVSd % bldk ç;ksx fdlh vkWuykbZu lsok dks vuqiyC/k cukus vkSj fofHké 

L=ksarksa ls osclkbV ij vR;f/kd VªSfQd ds ek/;e ls usVodZ dks ckf/kr djus ds fy;s fd;k tkrk gSA 

• ckWVusV % ;g daI;wVj dk ,d ,slk usVodZ gSa ftls nwj cSBs gSdlZ }kjk cká #i ls fu;af=r fd;k tkrk gSA fjeksV gSdlZ 

;k rks LiSe Hkstrs gSa ;k bu ckWVusV ds ek/;e ls vU; daI;wVjksa ij geyk djrs gSaA 

• igpku dh pksjh (Identify Theft) : ;k lk;cj vijk/k rc gksrk gS tc dksbZ vijk/kh fdlh mi;ksxdrkZ dh O;fäxr ;k 
xksiuh; tkudkjh rd igq¡p çkIr dj ysrk gS] ftlds ifj.kkeLo#i og çfr”Bk /kwfey djus ;k fQjkSrh ekaxus dh dksf’k’k 

djrk gSA 

• lkbcj LVkWfdax % bl çdkj ds lkbcj vijk/k esa vkWuykbu mRihMu ‘kkfey gksrk gS tgk¡ mi;ksxdrkZ dks <sj lkjs  

vkWuykbZu lans’kksa vkSj bZesy dk lkeuk djuk iMrk gSA lkekU;r% lkbcj LVkWd fdlh mi;ksxdrkZ dks Mjkus ds fy;s 

lks’ky fefM;k] osclkbV vkSj lpZ batu dk mi;ksx djrs gSA 

• ¼tkWcÝkWM½ ukSdjh ls lacaf/kr tkylkth % fdlh deZpkjh vFkok Hkkoh deZpkjh }kjk vius fu;ksDrk ds fçfr /kks[kk/kMh ;k 

diViw.kZ fu”i.k djukA 

cSfdax ÝkWM % Lo;a dkjs cSad ;k vU; foÙkh; laLFkku ds :I esa çLrqr djds tekdrkZ ds [kkrs ls /kks[kk/kMh djds /ku çkIr 

djukA 
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• fQf’kax % ;g ,d çdkj dk lks’ky bathfu;fjax geyk gS ftldk mi;ksx vDlj mi;ksxdrkZ dk MsVk pqjkus ds fy;s 

fd;k tkrk gSA] ftlesa ykWfxu ØsMsaf’k;y vkSj ØsfMV dkMZ uacj ‘kkfey gSaA ,slk rc gksrk gS tc ,d geykoj ,d 

fo’oluh; laLFkk ds :i esa fdlh ihfMr dks bZesy] Rofjr lans’k ;k VsDLV lans’k ds ek/;e ls /kks[kk nsrk gSA 

MsVk laj{k.k dh vko’;drk % • futrk dh lqj{kk  • fofHké ,tafUl;ksa ds }kjk fuxjkuh dks jksduk • o”kZ 

2018 dWfct ,ukfyfVdk MsVk fookn • vkfFkZd {kfr % • lk;cj vijk/kksfda c<rh tfVyrk  

Hkkjr esa lk;cj vijk/kksa lsa fuiVus gsrw ljdkjdh Hkwfedk%  

• Hkkjrh; lk;cj vijk/k leUo; dsaæ ;s dsaæ iqjs ns”k es lHkh çdkjds lk;cj vijk/kksals fuiVus ds ç;klkssa dk leUo; 

djrk gSA • jk”Vªh; lk;cj QkWjsUlhd ç;ksx’kkGk ;g vkWuykbZu rFkk vkWQ ykbZu nksuks rjhdksals lHkh jkT; dsaæ’kklhr çns’k 

iqyhl ds tk¡p vf/kdkjh;ksa dks çkjafHkd pj.k dh lk;cj QkWjsalhd lgk;rk çnku djrh gS • lkbZVªsu iksVZy lk;cj vijk/k 

tk¡p Qkjsafld vkSj vfHk;kstu ds egRoiq.kZ igsywavksaij vkWuykbZu ikBîkØeksdsa ek/;e lsa iqyhl vf/kdkjh;ksda 

U;k;hdvf/kdkjh;ksa rFkk vfHk;kstdks dh {kerk fuekZ.k gsrw ,d fo”kky vksiu vkWuykbZu ikBîkØe • jk”Vªh;’ lk;cj 

vijk/k fjiksfVZax iksVZy ,d ,slk eap tgk¡ turk lk;cj vijk/k fd ?kVukvksadh fjiksVZ dj ldrhj gS] ftlesa efgtkvksa ,oa 

cPkpksa ds çfr vijk/ska ij fo’ks”k /;ku fn;k tkrk gSA • ukxfjd foÙkh; lkbcj ÝkWM fjiksfVax vkSj çca/ku ç.kkyh ;g 

foÙkh; /kks[kk/kMh dh rRdky fjiksfVCax vkSj Vksy&Ýh gsYiykbZu ds ek/;e ls vkWuykbu lkbcj f’kdk;rsa ntZ djus esa 

lgk;rk gsrq ,d ç.kkyh gSA • efgykvksa ,oa cPpksa ds çfr lkbcj vijk/k fuokj.k (CCPWC) ;kstuk % lkbcj vijk/ska ds 

tk¡p esa dkuwu çorZu ,tsdaflk;ksa dh {kerkvksa dks fodflr djus ds fy;s jkT;ksa@ dsaæ’kkflr çns’ksas dks foÙkh; lgk;rk 

çnku dh tkrh gSA • la;qä lkbcj leUo; ny % jkTk sa@dsaæ’kkflr çns’kksa dh dkuwu çorZu ,tsafl;ksa ds chp] fo’ks”k :i 

ls lkbcj&vijk/ksa ls lacaf/kr cgq&{ks=kf/kdj okys {ks=ksa esa leUo; c<kus ds fy;s bl ny dk xBu djukA • iqfyl ds 

vk/kqfudhdj.k ds fy;s dsaæh; lgk;rk% vk/kqfud gfFk;kj] mér lapkj@Qksjsafld midj.k rFkk lkbcj iqfyflax midj.k  

djus ds fy;s jkT;ksa@dsæ’kkflr çns’kksa dks foÙkh; lgk;rk çnku djukA   

Hkkjr esa lkbcj lqj{kk ls lacaf/kr pqukSfr;k¡%   

  ykHk&mUeq[k volajpuk dh ekufldrk mnkjhdj.k ds ckn ls lwpuk çkS|ksfxdh (T)] fctyh vkSj nwjlapkj {ks= esa 

futh {ks= }kjk og̀r fuos’k fd;k x;k gSA vkWijsVj lqj{kkRed cqfu;knh <k¡ps esa fuos’k ugha dj jgs gSa] cfYd os dsoy 

ykHknk;d cqfu;knh <k¡psij /;ku dsafær dj jgsa gSa] D;ksafd mUgs yxrk gS fd lkbcj geys dh rS;kfj;ksa ij fuos’k ls vPNk 

equkQk ugha gks ldrk gSA lHkh vkWijsVj ykHkj ij vf/kd dsafær gSa vkSj volajpuk esa fuos’k ugha djuk pkgrs D;ksafd ogk¡ 

muds fy;s ykHk ds volj ugha gSA i`Fkd çfØ;kRed lafgrk dk vHkko lkbcj ;k daI;wVj laca/kh vijk/kksa dh tk¡p ds 

fy;s dksbZ i`Fkd çfØ;kRed lafgrk ekStwn ugha gSA lkbcj geyksa dh varjjk”Vªh; ¼Vªkal&us’kuy½ çÑfr % 

vf/kdka’k lkbcj vijk/k çÑfr esa Vªkal&us’kuy l lk{; ,d= djuk u dsoy dfBu cfYd ,d Hkkjr esa lkbcj vijk/ksa 

ls fuiVus ds fy;s fd;s tkus okys mik;% 

• lkbcj lqj{kk tkx:drk vfHk;ku 

ljdkjksa dk fofHkUu Lrjksa ij lkbcj /kks[kk/kMh ds laca/k esa cMs iSekus ij lkbcj lqj{kk tkx#drk vfHk;ku pykus] etcwr] 
vf}rh; ikloMZ ,oa lkoZtfud ok;Qk; dk mi;ksx djus vkfn esa lko/kkuha cjrus dh vko’;drk gSA 

• lk;cj fcek % ,slh lkbcj fcek ikWyhlh;k¡ fodflr dh tkuh pkgh, tks fofHké O;olk;ksa vkSj m|ksx fd fof’k”V 

vko’;drk gks ds vuq#i gSaA vuqdqfyr fufr;k¡ ;g lqfuf’pr djus esa lgk;rk djsxh dh la?kVuksa ds ikl muds lkeus 

vkusokyh lcls çklafxd lk;cj tksf[ke ds fy, dOgjst gSA lk;cj fcek lk;cj ?kVukvksals gksusokys uwdlku ds f[kyki 
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foÙkh; dOgjst çnku djrk gSA rFkk bu ?kVukvksadks ds foÙkh; çHkkHkko dks de djus la?kvu vf/kd rsthlsa lqpk# :ils 

viuk lapkyu tkjh j[k ldrk gSA  

• MsVk laj{k.k dkuqu % 
  MsVk dks ubZ eqæk dgk tkrk gSaA blfy, Hkkjr esa ,d lä MsVk lqj{kk O;oLFkk dh vko’;drk gSAMsVk lanHkZesa 

;qjksfi; la?k dk lkeuk lkekU; MsVk laj{k.k fofu;eu vkSj Hkkjr dk O;fäxr MsVk laj{k.k vf/kfu;eu 2019 lgh fn’kk 

esa mBk;k x;k dne gSA  

• lg;ksxkRed Rojhr çfrfØ;k ra= % 
Hkkjr tSls ns’k esa tgk¡ ukxfjd lk;cj vijk/k ds çrh vf/kd laosnu’khy gSaA ,d lg;ksxkRed Rojhr çfrfØ;k ra= dh 

vko’;drk gSAa ;g ra= lHkh ia{kks dks la?kVhr djsxk rFkk dkuwu ykxw djusokys dks rwjar dkjokbZ djds rFkk ukxjhd ,oa 

O;olk;h;ksa dks c<rs [krjsals cpkusesa la{ke cuk,xkA bl lanHkZ esa Hkkjrh; lk;cj vijk/k leUo; dsaæ lk;cj lqj{kk tk¡p 

dks dsafæ;Ñr djus çfrØh;k midjuks ds fodklhrdh çkFfkedrk bl [krjs dks jkdus dsa fy, futh daiuh;ksa dks ,dlkFk 

ykus dk lgk;rk djsxkA 

 fu"d”kZ % 
lwpuk lk>k djus rFkk lkbcj lqj{kk vuqla/kku ,oa fodkl esa la;qä ç;klksa dks etcwr dj oSf’od lg;ksx lqfuf’pr 

djuk vko’;d gSa D;ksafd vf/kdka’k lkbcj geys lhekvksa ds ikj ls gksrs gSaA 

dkWjiksjsV~l ;k lacaf/kr ljdkjh foHkkxksa ds fy;s ;g egRoiw.kZ gS fd os vius laxBuksa esa dfr;ksa dk irk yxk,¡ vkSj mu 

dfe;ksa dks nwj djsa rFkk ,d Lrfjr lqj{kk ç.kkyh cuk,¡ ftlesa fofHkUu Lrj ij lqj{kk [krjs dh [kqfQ;k tkudkjh lk>k dh 

tk ldsaA Hkkjrh; lafo/kku dh lkroha vuqlwph ds vuqlkj] lkbcj vijk/k jkT; lwph ds varxZr  vkrh gSA blesa voS/k ;k 

vukf/kÑr xfrfof/k;k¡ ‘kkfey gSa tks fofHké çdkj ds vijk/k djus ds fy;s çkS|ksfxdh dk ykHk  mBkrh gSA lkbcj vijk/k 

esa vijk/kh dh ,d foLrr̀ ‘kà[kyk ‘kkfey gSA ;g O;fä;ksa] laxBuksa ds lkFk&lkFk ljdkjksa dks Hkh çHkkfor dj ldrk gSA 

lanHkZ %  
Cyber Crime @Coe Update on Council of Europe activities 04 Cyber Crime, 2017.  

dqekjh flek] ^lks’ky fefM;k vkf.k lk;cj vijk/k]* varjjk”Vªh; fganh ,oa lkekftd foKku ‘kks/k if=dk b’kw OgWywu 12 

b’kwt 03  

 

 


