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çLrkouk% 
         lk;cj ØkÃe Eg.kts lax.kd baVjusV] eksckÃy vkf.k fMftVy ra=Kkukpk xSjokij d:u dsysys xqUgs] ;k xqUákaeè;s MsVk pksjh] 

Qlo.kwd] gWÇdx] v‚uykÃu xSjorZu] vkf.k vkÆFkd Qlo.kwd ;kapk lekos'k gksrks] gs xqUgs oS;fäd] lkekftd] vkf.k vkÆFkd uqdlku ?kMowu 

vk.krkr] ra=KkukP;k çxrhewGs vkiys ftou lqyHk vlys rjh R;kp osGh lk;cj xqUákaps çek.k eksBîk çek.kkr ok<ys vkgsr] baVjusV] lks'ky 
ehfM;k] v‚uykÃu O;ogkj vkf.k fMftVy laoknkP;k ok<R;k okijkeqGs xqUgsxkjkauk uohu laèkh miyCèk >kY;k vkgsr- 

        lk;cj ØkÃe gh dsoG rkaf=d Çdok dk;ns'khj leL;k ukgh] rj rh lkekftd leL;k ns[khy vkgs- O;kolkf;d lektdk;Z 

¼Professional social work½ ;keè;s ekufld vkjksX; leqins'ku tutkxr̀h vkf.k iquoZlu ;k lkj[;k {ks=kaeè;s ;ksxnku nsÅ 'kdrs- 

lk;cj ØkÃe çdkj ¼Types of cyber crime½ 

1½ v‚uykÃu Qlo.kwd%& ¼Fraud½ 
       v‚uykÃu Qlo.kwd Eg.kts baVjusVP;k ekè;kekrwu yksdkaph Qlo.kwd d:u R;kaP;k dMwu iSls] oS;fäd ekfgrh Çdok brj laosnu'khy 

MsVk pksjh dj.ks] fMftVy ra=KkukP;k ok<R;k okijkeqGs v'kk Qlo.kqdhps çek.k >ikVîkkus ok<r vkgs- 

2½ gWÇdx vkf.k MsVk pksjh%& 
gWÇdx Eg.kts vukfèk—rfjR;k lax.kd ç.kkyh] usVodZ Çdok fMftVy midj.kkaeè;s ços'k d:u ekfgrh pksj.ks] cny dj.ks] Çdok 

R;kpk xSjokij dj.ks- gWÇdxpk okij O;fäxr] vkÆFkd vkf.k O;kolkf;d ekfgrh pksjhlkBh dsyk tkrks- 

MsVk pksjh Eg.kts dks.kR;kgh O;fä] laLFkk Çdok ljdkjP;k ijokuxhf'kok; laosnu'khy ekfgrh feGo.ks vkf.k frpk xSjokij dj.ks- 

3½ lks'ky ehfM;k xSjokij%& ¼Social Media Exploitation½ 
      lks'ky esfM;k gs laokn] ekfgrh vknku çnku vk.kh lkekftd tkGs fuekZ.k dj.;kps çHkkoh lkèku vkgs- ek= ;kpk xSjokij dsY;keqGs 
oS;fäd] lkekftd vkf.k jk"Vªh; ikrGhoj vusd xaHkhj ifj.kke fnlwu ;srkr- 

4½ lk;cj cqyÈx vkf.k VªksyÈx%& ¼Cyber Bullying & Trolling½ 
    fMftVy txkP;k ok<R;k çHkkokeqGs lk;cj cqyÈx vkf.k VªksyÈx gh eksBh lkekftd leL;k cuyh vkgs- baVjusV vkf.k lks'ky ehfM;kP;k 

ekè;kekrwu ,[kk|k O;ähyk ekufld =kl ns.ks] èkeD;k ns.ks] Çdok cnukeh dj.ks Eg.kts lk;cj cqyÈx] VªksyÈx Eg.kts lks'ky fefM;koj  
tk.khoiwoZd okn fuekZ.k dj.ks] Ons"kkRed] vk{ksikgZ des aV~l dj.ks- 

5½ fMftVy ySafxd 'kks"k.k %& ¼Cyber Harassment & Exploitation½ 
fMftVy ra=KkukP;k ok<R;k okijkeqGs ySafxd 'kks"k.kkps Lo#i gh v‚uykbu ekè;ekrwu cnyys vkgs- baVjusV vkf.k lks'ky ehfM;kpk 

xSjokij d:u efgykauk eqyÈuk osxosxG~;k çdkjs =kl fnyk tkrks] ;keè;s CyWdesÇyx] v'yhy QksVks@fOgfMvkspk xSjokij v‚uykÃu xaMk] 
ekWQÈx fjOgsat iksuZ vkf.k lsDLVkW'kZu ;kalkj[;k ?kVuk ?kMrkr- 

6½ fQÇ'kx vkf.k ekyosvj gYys%& ¼Phishing & Malware Attacks½  
    fMftVy txkr lk;cj lqj{ksyk lokZr eksBk èkksdk Eg.kts fQÇ'kx vkf.k ekyosvj gYys gs lk;cj xqUgsxkjkadMwu oS;fäd] foÙkh;] Çdok 

xksiuh; ekfgrh pksj.;klkBh vkf.k lax.kd ç.kkyheè;s vufèk—r ços'k feGo.;klkBh dsys tkrkr-  
1½ fQÇ'kx Eg.kts dk; %& fQÇ'kx gk lk;cj xqUgsxkjkadMwu dsyk tk.kkjk Qlo.kqdhpk çdkj vkgs- T;keè;s yksdkauk cukoV Ã&esy] eslst 

Çdok osclkÃVP;k ekè;kekrwu Qlowu R;kaph xksiuh; ekfgrh mdGyh tkrs- ;keè;s c¡d [kkR;kph ekfgrh] ikloMZ] ØsfMV dkMZ fMVsYl] vkèkkj 

Çdok iWu Øekad v'kk laosnu'khy xks"VÈpk lekos'k vlrks-  

fQÇ'kxps çdkj%& 
1½ Ã&esy fQÇ'kx%& cukoV c¡d Çdok daiuhP;k ukokus Ã&esy ikBoys tkrkr] ;keè;s rqeps [kkrs Cy‚d >kys vkgs] rqEgkyk eksBh y‚Vjh 

ykxyh vkgs vls Hkzked lans'k vlrkr] ;krhy Çydoj fDyd dsY;kl rqEgkyk cukoV osclkbÃVoj usys tkrs] vkf.k rqeph ekghrh pksj.;kr 

;srs-  

2½ ,l-,e-,l- fQÇ'kx%& rqeP;k [kkR;kph KYC viMsV djk lanHkkZr eslst vlrkr- 
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3½ OgkÃl fQÇ'kx%& cWadsP;k Çdok ljdkjh vfèkdkÚ;kP;k ukokus d‚y d#u OTP] MsfcV dkMZ uacj Çdok fiu fopkjyk tkrks- 
4½ fLivj fQÇ'kx%& fof'k"V O;fä Çdok daiuhyk y{e d:u fQÇ'kx Ã&esy ikBoys tkrkr] gs çkeq[;kus d‚iksZjsV daiU;k vkf.k ljdkjh 

laLFkkeè;s MsVk pksj.;klkBh okijys tkrs- 

lk;cj ØkÃeps lkekftd ifj.kke ¼Social Impact of Cyber Crime½ 
1½ ekufld r.kko vkf.k uSjk'; 
2½ dkSVqafcd vkf.k lkekftd ukrh çHkkfor gks.ks  

3½ vkÆFkd uqdlku 

4½  efgyk] ewy] ò)] ;kaP;koj gks.kkjk fo'ks"k çHkko- 

O;kolkf;d lektdk;kZph Hkwfedk%& 

1½ çfrcaèkkRed mik;%& 1½ tutkxr̀h vkf.k lk;cj lqj{kk f'k{k.k- 
2½ 'kkGk] egkfo|ky;s vkf.k leqnk;kr dk;Z'kkGk- 

2½ lk;dks lks'ky liksVZ%&1½ lk;cj ØkÃeP;k f'kdkj >kysY;k leqins'ku vkf.k ekufld vkèkkj- 

2½ Øk;lsl baVjOgsU'ku ekWMsZypk okij- 

3½ i‚fylh vWMOgksdslh%& 1½  ljdkj] dk;n;kP;k ;a=.kk vkf.k lkekftd laLFkka'kh leUo;- 
2½ lk;cj ØkÃe çfrcaèkd èkksj.kkr lkekftd –"Vhdksukpk lekos'k- 

4½ dkSVqafcd vkf.k lkekftd iwuZolu%& 1½ lk;cj xqUákaeè;s vMdysY;k O;äÈuk iqUgk lektkr lkekowu ?ks.;klkBh mik;;kstuk 

2½ 'kS{kf.kd vkf.k O;kolkf;d ekxZn'kZu 

lk;cj ØkÃeps eq[; çdkj 
1½ O;fäxr lk;cj xqUgs%& 
1½ lk;cj cqyÈx Onkjs lks'ky ehfM;koj èkeD;k ns.ks] VªksyÈx dj.ks- 

2½ lk;cj LVkWdÈx Onkjs v‚uykÃu ikBykx vkf.k NG- 

3½ Qlo.kwd vkf.k pksjh ;k}kjs oS;ähd ekfgrh pksj.ks- 
2½ vkÆFkd lk;cj xqUgs%& 

fQÇ'kx Qsd Ã&esy Çdok osclkbV}kjs c¡d ekfgrh pksj.ks] v‚uykÃu Qlo.kwd] cukoV y‚Vjh] bUOgsLVesaV Ldhe] ØsfMV dkMZ Ý‚M 

dkMkZph ekfgrh gWd d:u iSls dk<.ks- 

3½ laLFkkRed lk;cj xqUgs%& 
1½ gWÇdx %& ljdkjh Çdok [kklxh laLFkkaP;k MsVk lsaVjeè;s vukfèk—r ços'k  

2½ MsVk czhp%& laosnu'khy ekfgrh yhd dj.ks 

3½ekyosvj vkf.k Ogk;jl gYys%& 

l‚¶Vosvj Çdok flLVe MWest dj.ks 

4½ lkekftd vkf.k uSfrd lk;cj xqUgs%& 
lks'ky ehfM;k xSjokij& [kksVh ekfgrh vkf.k vQok iljo.ks 

fMftVy ekugkuh& dq.kkP;k çfr"Bsps uqdlku dj.ks 

cky'kks"k.k vkf.k iksuksZxzkQh& voSèk fMftVy lkexzhps forj.k 

lk;cj ØkÃeps ifj.kke%& 
1½ ekulhd r.kko vkf.k vkRegR;sP;k ?kVuk 

2½ vkÆFkd uqdlku 

3½ lkekftd çfr"Bsps uqdlku 

4½ oS;fäd vkf.k dkSVqafcd lacaèkkoj ifj.kke 
lk;cj ØkÃe çfrcaèkd mik;%& 

1½ etcwr ikloMZ vkf.k fMftVy lqj{kk ç.kkyhpk okij 

2½ foÜoluh; osclkbV] vkf.k Çyd fDyd dj.;kps VkG.ks 

3½ lk;cj dk;|kaph ekfgrh vkf.k lrdZrk 
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4½ lk;cj lqj{kk mik; f'kdfo.;klkBh 'kkGk egkfo|ky;s vkf.k lektkr tkx:drk vfHk;ku Hkkjrkr ekfgrh ra=Kku dk;nk 2000 ¼IT 

Act] 2000½ varxZr lk;cj ØkÃe fojksèkkr dkjokÃ dsyh tkrs] O;kolkf;d lektdk;Z ;kr çHkkoh Hkwfedk ctkow 'kdrs] tls dh 

tutkxr̀h] leqins'ku] vkf.k dk;ns'khj enr iqjo.ks- 

fMftVy ra=KkukP;k ok<R;k okijkeqGs lk;cj xqUákaeè;s >kysyh ok<%& 
ra=KkukP;k çxrheqGs vkiys ftou lqyHk >kys vlys rjh R;kp osGh lk;cj xqUákaeè;s Qkj eksBîkk çek.kkr ok<>kysyh vkgs- 

baVjusV] lks'ky ehfM;k v‚uykÃu O;ogkj] fMftVy laoknkP;k okijkeqGs xqUgsxkjkauk laèkh miyCèk >kY;k- 

fMftVy ra=KkukP;k ok<R;k okijkeqGs lk;cj xqUákaeè;s ok< gks.;kph dkj.ks  

1½ baVjusV vkf.k eksckÃyP;k loZlkekU; okijkr ok<%& 
baVjusV vkf.k LekVZQksuP;k lgt miyCèkrseqGs yksd eksBîkk çek.kkoj v‚uykÃu O;ogkj d: ykxys vkgsr- xzkeh.k Hkkxkrgh 

fMftVy lsok ok<Y;kus baVjusV okijdR;k±ph la[;k >ikVîkkus ok<r vkgs-  
2½ v‚uykbu vkÆFkd O;ogkj vkf.k fMftVy isesaV flLVe%& 

v‚uykbu c¡Çdx] fMftVy o‚ysV] ¼UPI, Paytm, Google Pay½ ;kaP;k eksBîkk çek.kkoj okij gksrks- ;keqGs fQÇ'kx OTP QzkWM 

vkf.k dkMZ DyksÇux lkj[;k vkÆFkd Qlo.kqdhr ok<>kyh vkgs- 

3½ lks'ky ehfM;k vkf.k ekfgrh 'ksvÇjxpk ok<rk çek.k%& 
yksd lgtjhR;k vkiyh oS;fäd ekfgrh lks'ky ehfM;koj 'ksvj djrkr- [kksVh vksG[k fuekZ.k d:u Qlo.kwd dj.kkÚ;k 

xqUgsxkjkalkBh gh ekfgrh egÙokph Bjrs- Qsd U;wt] VªksyÈx vkf.k lks'ky ehfM;k}kjs xSjorZu ok<ys vkgs- 

4½ MsVk pksjh vkf.k gWÇdxP;k ?kVuk%& 
eksBîkk çek.kkoj ljdkjh vkf.k [kktxh laLFkkapk MsVk v‚uykbu LVksj dsyk tkrks- lk;cj xqUgsxkj gWÇdx }kjs gh laosnu'khy ekfgrh 

pks:u pqdhP;k i)rhus okijrkr- 

5½ —f=e cqf)eÙkk(AI)vkf.k MhiQsd(Deep Fake) ra=Kkukpk okij%& 

AIvkf.k MhiQsd ra=Kkukpk okij d:u [kksVîkk fOgfMvks vkf.k v‚fMvks fDyi r;kj dsY;k tkrkr- ;kpk okij pqdhph ekfgrh 

iljo.;klkBh Çdok CyWdesy dj.;klkBh dsyk tkrks-  
lk;cj xqUákaeè;s >kysyh ok<% vkdMsokjh vkf.k mnkgj.ks  

1½ NCRB (National Crime Records Bureau) P;k vgokykuqlkj Hkkjrkr lk;cj xqUákaps çek.k njo"kÊ 20&25 Vôs us ok<r vkgs- 

2½ 2019 eè;s 44]546 lk;cj xqUgs uksanoys vkgs- rj 2021 eè;s rst çek.k 50]034 oj xsys vkgs- 

3½ v‚uykbu vkÆFkd Qlo.kqdhph çdj.ks fo'ks"kr% ygku 'kgjkaeè;s ok<r vkgsr-  

lk;cj xqUgs jks[k.;klkBh mik; ;kstuk %& 
1½ oS;fäd mik;%& 

etcwr ikloMZ vkf.k nksu Lrjh; lqj{kk okij.ks] vukfèk—r vkf.k vfoÜoluh; osclkÃVoj ekfgrh u Hkjrk lrdZ jkg.ks- lks'ky 

ehfM;koj oS;fäd ekfgrh tkLr 'ksvj u dj.ks-  

2½ 'kS{kf.kd vkf.k laLFkkRed mik;%& 
'kkGk] egkfo|ky;s vkf.k dk;Z'kkGkaeè;s lk;cj lqj{kk f'k{k.k vfuok;Z dj.ks- daiU;kauh vkf.k ljdkjh laLFkkauh lk;cj lqj{kk 

ç.kkyh vfèkd etcwr dj.ks-  

3½ dk;ns'khj mik;%& 

ekfgrh ra=Kku dk;nk 2000¼IT Act] 2000½ P;k dBksj vaeyctko.khlkBh ljdkjus dBksj mik; ;kstuk dj.ks- lk;cj xqUgs 
jks[k.;klkBh fo'ks"k iksyhl iFkds vkf.k lk;cj gsYiykbu lq: dj.ks- 

lektdk;Z O;olk;kpk lk;cj ØkÃe eè;s gLr{ksi dj.;kpk laHkkO; –f"Vdksu%& 
lk;cj ØkÃe gh dsoG rkaf=d Çdok dk;ns'khj leL;k ukgh rj rh lkekftd leL;k ns[khy vkgs- O;kolkf;d lektdk;Z ;keè;s 

ekufld] vkjksX;] leqins'ku] tutkxr̀h vkf.k iquoZlu ;klkj[;k {ks=kaeè;s ;ksxnku nsÅ 'kdrs- 
1½ çfrcaèkkRed mik;%& 

lektdk;kZpk eq[; mís'k lektkeè;s lk;cj lqj{kk vkf.k tckcnkjh ckcr tutkxr̀h dj.ks vkgs-  

1½ 'kkGk vkf.k egkfo|ky;kaeè;s lk;cj lqj{kk f'k{k.k ns.ks-  

2½ lk;cj ØkÃe ckcr dk;Z'kkGk vkf.k eksghe jkco.ks-  
3½ lkekftd ekè;ekapk tckcnkjhus okij dj.;klkBh ekxZn'kZu dj.ks- 



Gurukul International Multidisciplinary 
Research Journal (GIMRJ)with 

International Impact Factor 8.357  

Peer Reviewed Journal 
DOI link - https://doi.org/10.69758/GIMRJ/2503I3IIVXIIIP0052 

 

 

Page 299 Monthly Journal        Peer Reviewed Journal          ISSN No. 2394-8426 
Indexed Journal   Referred Journal    http://www.gurukuljournal.com/ 

e-ISSN No. 2394-8426 
Special Issue on 

Cyber Crime and Social Media 

Issue–III(II), Volume–XIII 

2½ lk;dks lks'ky liksVZ%& 
lk;cj xqUákapk cGh BjysY;k O;äÈoj eksBk ekufld vkf.k lkekftd ifj.kke gksrks- 

1½ lk;cj c‚Çyx] VªksÇyx vkf.k lks'ky ehfM;koj cnukehP;k ?kVukaeè;s leqins'ku dj.ks-  

2½ lk;cj xqUákaeqGs ekufld r.kko vkf.k uSjk'; vkysY;k O;äÈuk vkèkkj ns.ks-  

3½ oS;fäd vkf.k dkSVqafcd leqins'kuk}kjs lk;cj xqUákaps ifj.kke deh dj.;klkBh enr dj.ks-  
3½ dk;ns'khj vkf.k èkksj.kkRed gLr{ksi%& 
1½ lk;cj lqj{kk dk;|kackcr tutkxr̀h dj.ks-  

2½ lk;cj xqUákaph f'kdkj >kysY;k yksdkauk iksfyl vkf.k dk;ns'khj enr feGowu ns.ks- 

3½ ljdkj vkf.k U;k; laLFkscjkscj dke d:u vfèkd çHkkoh èkksj.ks jkcfo.;kr enr dj.ks-  

4½ iquoZlu vkf.k lektkeè;s iquLFkkZiu%& 
1½ lk;cj xqUákaeè;s vMdysY;k ;qodkauk eq[; çokgkr vk.k.;klkBh iquoZlu dsaæ pkyfo.ks-  

2½ lk;cj xqUgsxkjkauk f'k{k.kkus leqins'kukP;k ekè;ekrwu lqèkkj.;klkBh mik;;kstuk dj.ks-  

3½ lk;cj xqUákaps cGh BjysY;k O;äÈuk lektkeè;s iquj LFkkfir dj.;klkBh lgdk;Z dj.ks-  

5½ dk;ns'khj mik;%& 
Hkkjr ljdkjus lk;cj lqj{kslkBh dkgh dk;ns ykxw dsys vkgsr-  

1½ IT Act 2000fQÇ'kx vkf.k ekyosvj gYY;kafo#) dBksj f'k{kk  

2½ IPC 420Qlo.kqdhlkBh f'k{kk  

3½ IPC 379MsVk pksjhlkBh f'k{kk  
4½ lk;cj ØkÃe gsYiykbu 1930  

5½ lk;cj ØkÃe iksVZy www.cybercrime.gov.in 

lanHkZ xzaFk  
1½ lk;cj èkksds vkf.k mik; ;kstuk & M‚- nhid f'kdkjiwj 

 


