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Lkkjka’k %& 

ekfgrhpk vf/kdkj gk vf/kfu;e lokaZlkBh vkgs- dks.kR;kgh O;ähyk vkiY;kojhy vU;k;kps ifjektZu 
dj.;klkBh iwohZ xksifu;rsP;k ukok[kkyh ljdkjh dkxni=s ikg.;kpk vf/kdkj uOgrk] efgyk vf/kdkj vf/kfu;ek}kjs gk 

vf/kdkj R;kyk çkIr >kyk vkgs- ,[kknh O;äh ljdkjh dkekojhy etqj vlsy rj R;kyk R;k fof'k"V dkekph ekfgrh 

feGfo.;kpk vf/kdkj vkgs- vkiY;k dkekpk ;ksX; ekscnyk feGrks vkgs dk; rs riklwu ikg.;kpk R;kyk vf/kdkj vkgs- 

ekfgrh vf/kdkjkph [kjh xjt T;kapk ?kVukRed vf/kdkj ck/khr >kyk vkgs v'kkp O;ähauk vlrs- gk dk;nk U;k;ky;hu 

ç'kklukyk ns[khy ykxw gksrks- R;keqGs U;k;ky;kr fdrh çdj.ks çyafcr vkgsr] R;kaph oxZokjh dk; vkgs \ rlsp 

R;kaP;koj dk; dk;Zokgh >kyh vkgs] ;kckcrph ekfgrh lokaZlkBh [kqyh dj.ks xjtsps vkgs- ijarq tj ,[kk|k fof'k"V 

[kVY;klanHkkZr ekfgrh fdaok dkxni=s ,[kknh O;äh ekxhr vlsy rj ek= vusdnk xksifu;rspk ç'u fuekZ.k gksÅ 'kdrks- 

R;keqGs rh ekfgrh ekxfo.;kps ç;kstu dk; vkgs \ ekfgrh ekxfo.kkjh O;äh gh ck/khr vkgs dk;\ T;keqGs rh v'kh 

ck/khr >kyh vkgs R;kP;k'kh ekfxrysY;k ekfgrhpk laca/k vkgs dk;\ v'kk çdkjph pkSd'kh gks.ks vR;ar vko';d vlrs- 
vU;Fkk ekfgrh ekx.kkj~;kaph vkf.k frpk nq#i;ksx dj.kkÚ;kaph la?kVuk fuekZ.k gksÅu jkT; ?kVusyk ck/kk fuekZ.k gksÅ 'kdrs- 

R;keqGs Hkz"V vf/kdkÚ;kaph vjsjkoh ok<wu çkekf.kd vf/kdkj~;kaP;k dk;Z'kähpk Úgkl gksÅ 'kdrks- Eg.kwu ;ksX; i)rhpk 

voyac d:up ekfgrh vf/kdkj vf/kfu;ekph vaeyctko.kh gks.ks vko';d vkgs-  
izLrkouk %& 

 chftax tkxfrd ifj"knse/;s] ek/;es vkf.k vk;lhVhps dksfMax f[k;kaP;k ckcrhr egÙoiw.kZ v'kk ƒ„ {ks=k aiSdh ,d 

vls dj.;kr vkys- txkrhy 37%% fL=;kauk O;fäxr lax.kdkph ¼PC½ lqfo/kk miyC/k vkgs vlk vankt vkgs txkrhy 
fc;kaP;k çxrhpk ;wuhQse vgoky 2000½ Hkkjrke/;s ?kjkr jkgwu baVujsVpk mi;ksx dj.kkj~;k ;kaph la[;k 33% vkgs rj 

vkf'k;ke/;s gh ljkljh 22% vkgs- ¼uWld‚e 2000½- Hkkjrklkj[;k fodlu'khy ns'kke/;s ICT 'kh lacaf/kr fo"k;] 

lax.kd lk{kjrk] fL=;kauk baVjusVph miyC/krk ekfgrh gs egÙokps lk/ku vlY;keqGs vkf.k fL=;kaps vkfFkZd l{kehdj.k 

dj.;kr uO;k ra=Kkukph Hkwfedk ;k eqí~;kaHkksorhps vkgsr- Hkkjrh; fL=;k] xjhc] vf'kf{kr vkf.k vYif'kf{kr xVkae/;s] 

e;kZniyhdMs vlY;kps Hkklfoys xsY;keqGs R;k ekfgrh&lektkP;k lhesckgsjp jkfgY;k vkgsr- vkfFkZd lqfLFkrhr vlysY;k 

vkf.k f'kf{krkauk @ekfgrhP;k egkekxkZoj tk.;klkBh fofo/k çdkj miyC/k vkgsr- 
ukxjh çns'kkoj fofo/k çdkjP;k vkf.k ikrGhojP;k lax.kdkaP;k vH;klØekps çf'k{k.k ns.kkÚ;k dsaækaps fBids 

meVys vkgsr- vkf.k ;k vH;klØekaps ,d=hdj.k d:u 'kkys; vH;klØekr varHkwZr dj.;kph ;kstuk fopkjk/khu vkgs- 

fderh dkslGr vlY;keqGs Lor%P;k ekydhps lax.kd vl.;kph 'kD;rk ok<rp vkgs- Hkkjrke/;s lax.kdkph ekydh 

vkf.k baVjusVph lqfo/kk vl.;kps çek.k lokaZr deh vkgs- l/;k Lor%P;k ekydhps lax.kd vl.;kps çek.k vankts 0-

67%vkgs vkf.k R;kr 5 iV ok<2010 i;aZr gksbZy vlk vankt vkgs- ek/;es vkf.k IT xV Eg.kwu la'kks/kukr dk;Zjr 

vlysY;k fu,ylu@usVjsfVaXt xVkus 2003 e/;s dsysY;k tkxfrd losZ{k.kkuqlk vls vk<Gwu vkys vkgs dh] 14 Hkkjrh; 

VsfyQksu/kkjd ?kjkiSdh ,dk ?kjkr; ?kjP;k PC oj baVjusV lqfo/kk miyc vkgs] th lqfo/kk vkf'k;k vkf.k v‚LVªsfy;k 
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;sFkhy ?kjkr 80% brD;k çek.kkr miyC/k vkgs- dkgh FkksMîk uf'kcokukauk dkekP;k fBdk.kh lax.kdkph lqfo/kk miyC/k 

vkgs- la?kfVr {ks=krhy O;kolkf;dkapk ;ke/;s cOga’kh lekos'k gksrks- ukxjh fL=;kauk lgtxR;k feG.kkjh lqfo/kk Eg.kts 
lk;cjdWQs] jkaxsus vlysyh lax.kd&dsaæs o xzkeh.k Hkkxkr vl.kkjh ^ekfgrh*ph fdv‚Ld Eg.kts [kksdh- ;kf'kok; 

lk;cjdWQs usgehp çf'k{k.k dsaæ gkgh mís'k djrkr] dkj.k xjtwauk rs lax.kdklaca/kh ik;kHkwr dkS'kY;slq)k f'kdforkr- 

ra=Kku vkf.k vfHk;kaf=dh 'kk[k ços'k ?ks.kkj~;k eqyhZph la[;k 1994 e/;s 11-14%gksrh ¼IAMR1995½- ;keqGs R;kauk 

nksUgh cktwpk xeokok ykxrks- ,dk cktwus lqfo/kk xeokoh ykxrs] rj nqlÚ;k cktwus ra=KkufufeZrhrhy la/kh- iq#"kkauk 

feGkysY;k lqfo/kk rs izkeq[;kus dkekrhy mRiknu ok<fo.;klkBh okijrkr- i.k fL=;kauk v’kh lqfo/kk fnyh] rj fL=;k rh 

fofo/k mfÌ”Vkadjhrk okijrkr vkf.k R;k lokZauk lkj[ksp egRo nsrkr- mnk- f’k{k.k laidkZps tkGs] dje.kwd] mRikndrk 

bR;knh-  

lk;cj xqUgsxkjh Eg.kts fMftVy fdaok v‚uykbu ek/;ekapk okij d:u dsys tk.kkjs xqUgs- ;ke/;s Qlo.kwd] MsVk 

pksjh] v‚uykbZu 'kks"k.k] gWfdax vkf.k brj çdkjP;k csdk;ns'khj —rhapk lekos'k gksrks- ;k xqUákauk vkGk ?kky.;klkBh 
vkf.k xqUgsxkjkauk f'k{kk ns.;klkBh Hkkjrkr ekfgrh ra=Kku dk;nk] 2000 ¼IT Act] 2000½ ykxw dj.;kr vkyk vkgs- 
1- lk;cj xqUgsxkjh Eg.kts dk;\ 

lk;cj xqUgsxkjh gh lax.kd] baVjusV fdaok fMftVy usVodZP;k ek/;ekrwu ?kM.kkjh csdk;ns'khj —R;s vkgsr- 

;ke/;s fofo/k çdkj ;srkr] tls dh] 

v‚uykbu vkfFkZd Qlo.kwd % ØsfMV@MsfcV dkMZ Ý‚M] fQf'kax] cukoV osclkbV~l 

lk;cj gWfdax % csdk;ns'khji.ks lax.kd ç.kkyhe/;s ços'k dj.ks 

MsVk pksjh vkf.k [kksVh vksG[k % oS;fäd ekfgrh pksjh d:u Qlo.kwd dj.ks 

lk;cj cqyhbax vkf.k Vªksfyax % lks'ky ehfM;koj ekugkuhdkjd fdaok /keD;kaps lans'k ikBo.ks 
v‚uykbZu 'kks"k.k vkf.k CyWdesfyax % efgykauk fdaok eqykauk y{; dj.kkjs xqUgs 

lk;cj vkradokn % gWfdax}kjs jk"Vªh; lqj{ksyk /kksdk fuekZ.k dj.ks 
2- Hkkjrkrhy lk;cj dk;ns ¼Cyber Crime Laws in India½ 

Hkkjrkr IT Act] 2000 ¼ekfgrh ra=Kku dk;nk] 2000½ gk lk;cj xqUákalkBh çeq[k dk;nk vkgs- R;kpcjkscj 
IPC ¼Hkkjrh; naM lafgrk½ vkf.k fofo/k fo'ks"k dk;ns ykxw dsys tkrkr- 
egÙokph dyes vkf.k R;kaps ifj.kke %& 

¼1½ IT Act] 2000 varxZr dyes 
dye 43% vuf/k—r ços'k] MsVk pksjh] lsok u"V dj.ks ] vkfFkZd naM 

dye 66% lax.kd ç.kkyhpk xSjokij 3 o"ksZ dkjkokl + vkfFkZd naM 

dye 66A: v‚uykbZu ekugkuhdkjd etdwj çlkfjr dj.ks ¼lqçhe dksVkZus 2015 e/;s jí dsys½ 

dye 66B: pksjh dsysY;k lax.kdh; MsVkpk xSjokij  3 o"ksZ f'k{kk 
dye 66C: [kksVh fMftVy vksG[k okij.ks 3 o"ksZ f'k{kk  $ naM 

dye 66D: v‚uykbZu Qlo.kwd 3 o"ksZ dkjkokl 

dye 67% v'yhy lkexzh v‚uykbZu çlkfjr dj.ks 5 o"ksZ f'k{kk $+ vkfFk Zd naM 

¼2½ Hkkjrh; naM lafgrk ¼IPC½ varxZr xqUgs vkf.k f'k{kk 

IPC dye 419% cukoV vksG[k 3 o"ksZ dkjkokl 

IPC dye 420: Qlo.kwd 7 o"ksZ dkjkokl 

IPC dye 500% ekugkuh 2 o"ksZ dkjkokl 

IPC dye 507% v‚uykbZu /keD;k] 2 o"ksZ dkjkokl 
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3- lk;cj xqUgsxkjhrhy U;k; çfØ;k ¼Cyber Crime and Justice System½ 
¼1½ lk;cj xqUákph rØkj d'kh djkoh\ 
1- lk;cj ØkbZe iksyhl Bk.;kr rØkj uksanok] çR;sd jkT;kr lk;cj xqUákalkBh fo'ks"k iksyhl foHkkx vkgs- 

2- v‚uykbu rØkj djk @ Hkkjr ljdkjP;k vf/k—r www-cybercrime-gov-in ;k iksVZyoj rØkj nk[ky djrk ;srs- 

3- efgyk vkf.k ckydkalkBh fo'ks"k lqfo/kk % v'kk çdj.kkae/;s rØkjnkjkph xksiuh;rk jk[kyh tkrs- 

¼2½ xqUákpk rikl vkf.k U;k;ky;hu çfØ;k 
iksfylkadMwu lk;cj Q‚jsfUld rikl.kh dsyh tkrs- 

U;k;ky;kr iqjkos lknj dsY;kuarj vkjksihyk f'k{kk fdaok naM BksBkoyk tkrks- 

dkgh çdj.kkae/;s rMtksMhpk i;kZ; miyC/k vlrks] rj dkgh xqUákalkBh dBksj f'k{kk fnyh tkrs- 

4- lk;cj xqUgsxkjhiklwu cpko dj.;klkBh dkgh egÙokP;k fVIl %& 
etcwr ikloMZ okijk vkf.k fu;fer cny djk- 
la'k;kLin bZ&esy] fyad vkf.k eslstsl m?kMw udk- 

lks'ky ehfM;koj [kklxh ekfgrh 'ksvj djrkuk lrdZ jkgk- 

lkoZtfud Wi-Fi okijrkuk VPN fdaok lqjf{kr usVodZpk okij djk- 

v‚uykbZu O;ogkj djrkuk vf/k—r osclkbV~l vkf.k lqjf{kr isesaV xsVos okijk- 

lk;cj lqj{ksckcr ekfgrh feGok vkf.k brjkaukgh tkx:d djk- 

5- vkarjjk"Vªh; Lrjkojhy lk;cj dk;ns vkf.k Hkkjrkrhy egÙokps fu.kZ; 
cqMkisLV dUosU'ku v‚u lk;cj ØkbZe % vkarjjk"Vªh; ikrGhoj lk;cj xqUákalkBh cuoysyk ifgyk djkj- 

GDPR ¼General Data Protection Regulation, EU½ % ;qjksfi;u ;qfu;ue/khy MsVk laj{k.k dk;nk- 

Hkkjr ljdkjpk MsVk çksVsD'ku fcy] 2023 % Hkkjrh; ukxfjdkaP;k v‚uykbu xksiuh;rsps laj{k.k dj.;klkBh çLrkfor 
dk;nk- 

fu"d"kZ 
lk;cj xqUgsxkjh gh vk/kqfud txklkBh eksBs vkOgku vkgs- ;ksX; dk;|kaph vaeyctko.kh] ukxfjdkaph tkx:drk 

vkf.k lk;cj lqj{kk mik;;kstuk ;keqGs gs xqUgs deh djrk ;sÅ 'kdrkr- çR;sd ukxfjdkus fMftVy lqj{kk fu;e ikG.ks] 

lk;cj xqUákaph ekfgrh Bso.ks vkf.k vko';drsuqlkj dk;ns'khj enr ?ks.ks xjtsps vkgs- 

lanHkZ xzaFk lqph %& 
1- ekfgrhpk vf/kdkj dk;nk vkf.k lk;cj dk;nk &MkW- es/kk dkusVdj 

2- ledkyhu Hkkjrkrhy ukxjh fL=;k & jsgkuk ?kfM;kyh  

3- ekuoh gDd & izk- Ogh- ch- ikVhy  
4- ekuoh gDd o lkekftd U;k; & izk- ih- ds- dqyd.khZ  

5- ekuoh gDdkps laj{k.k o lao/kZu & izfo.k fnf{kr  

6- ekuokf/kdkj lkekftd U;k; o lafo/kku & iqjk.k ey  

7- xqUgk vkf.k lekt & izk- f’kYik dqyd.khZ  

8- Hkkjrkrhy efgyk fodklkph okVpky & t- ‘ka- vkiVs ] iq”ik jksMs  

9- efgykalkBh vk/kkj dk;n;kpk & iq”ik jksMs  

 
 


