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Abstract 

India’s rapid digital growth has made it a global internet powerhouse, but this has come at the 

cost of escalating cybercrime. With over 1.7 million complaints in 2024 and financial losses 

exceeding $1.3 billion USD, cyber threats like financial fraud, data breaches, and cross-border 

attacks are rampant. This paper delves into the scale, types, sources, and responses to cybercrime 

in India, using real-world examples to illustrate the crisis and the challenges in combating it.India 

has made strides to counter this growing menace through legislative and institutional measures. 

The Information Technology (IT) Act provides a legal framework to address cyber offenses, 

while the Bharatiya Nyaya Sanhita (BNS) updates criminal laws to better tackle modern digital 

crimes. Additionally, the Indian Cyber Crime Coordination Centre (I4C) works to streamline 

efforts across agencies, aiming to improve response times and coordination. Despite these efforts, 

significant challenges persist. Public awareness remains uneven, leaving many citizens ill-

equipped to recognize or avoid cyber threats. Law enforcement agencies, though increasingly 

active, often lack the resources, training, or technological tools needed to keep pace with rapidly 

evolving criminal tactics. Moreover, international cooperation—a critical component given the 

borderless nature of cybercrime—remains underdeveloped, hampering efforts to dismantle 

transnational networks like the ₹500 crore Myanmar-based scams that prey on Indian victims. 

key words- Cybercrime, Digital growth, financialfraud, Data breaches, Cross-border attacks, IT 

ActPublic awareness, international cooperation 

Introduction 

India’s rapid digital expansion has positioned it as a global internet powerhouse, driving 

economic growth, innovation, and connectivity. With millions of users gaining access to digital 

services, online transactions, and social media, the country has witnessed an unprecedented 

digital transformation. However, this progress has come at a cost—an alarming rise in 

cybercrime. In 2024 alone, over 1.7 million cybercrime complaints were reported, leading to 

financial losses exceeding $1.3 billion USD. The increasing frequency and sophistication of 

cyber threats, including financial fraud, data breaches, and cross-border cyberattacks, have made 

cybersecurity a pressing concern. 

Among the most prevalent cyber threats, financial fraud remains a major issue. Cybercriminals 

exploit vulnerabilities in online banking systems, e-commerce platforms, and digital payment 

services, using techniques such as phishing, fake investment schemes, and identity theft to 

deceive individuals and businesses. Many victims, unaware of the risks, fall prey to fraudulent 

transactions and unauthorized withdrawals, losing significant amounts of money. In addition to 

financial fraud, data breaches pose another serious challenge. Sensitive personal and corporate 

information is often targeted by hackers, leading to privacy violations, identity theft, and 
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corporate espionage. The consequences of such breaches extend beyond financial losses, as 

compromised data can be misused for illegal activities, including blackmail and cyber extortion. 

Furthermore, cross-border cyberattacks have become a growing concern in India’s digital 

landscape. Cybercriminals, often operating from foreign territories, launch attacks on Indian 

institutions, government agencies, and businesses, causing widespread disruption. Ransomware 

attacks, in particular, have affected critical sectors such as healthcare, banking, and 

telecommunications, where hackers encrypt data and demand ransom payments for its release. 

These sophisticated cyberattacks pose a challenge for law enforcement agencies, as 

cybercriminals frequently operate across multiple jurisdictions, making prosecution and legal 

action difficult. 

Despite the severity of the cybercrime crisis, efforts to combat these threats are being intensified. 

The Indian government has introduced stricter cybersecurity laws, strengthened its cyber 

forensics capabilities, and launched digital awareness campaigns to educate citizens about online 

safety. In addition, businesses are investing in advanced security measures, such as artificial 

intelligence-driven threat detection systems, regular security audits, and encrypted 

communication channels, to safeguard their operations from cyber threats. However, combating 

cybercrime requires more than just governmental and corporate intervention—it demands active 

participation from the public. Digital literacy, strong password management, and awareness 

about phishing scams are essential for individuals to protect themselves in the digital world. 

India’s Digital Growth and the Rising Threat of Cybercrime 

India has emerged as a global leader in digital transformation, with rapid advancements in 

internet connectivity, online services, and financial technology. With millions of people 

embracing digital transactions, e-commerce, and social media, the country has witnessed 

unprecedented growth in its digital economy. However, this progress has also led to a sharp rise 

in cybercrime, posing significant risks to individuals, businesses, and government institutions. In 

2024 alone, India recorded over 1.7 million cybercrime complaints, with financial losses 

exceeding $1.3 billion USD. Cyber threats such as financial fraud, data breaches, and cross-

border cyberattacks have become increasingly sophisticated, making cybersecurity a crucial 

concern. As digital dependency continues to grow, addressing cyber threats is essential to 

safeguarding India’s digital future. 

As India continues its journey as a global digital leader, ensuring cybersecurity remains a critical 

priority. The rapid growth of internet users and digital transactions must be accompanied by 

robust security measures to prevent financial losses, data breaches, and cyber threats. A 

collective effort from the government, businesses, and citizens is necessary to create a safer 

digital ecosystem. Only through proactive cybersecurity strategies, strict law enforcement, and 

widespread public awareness can India effectively tackle the growing menace of cybercrime and 

sustain its digital progress. 

India’s digital revolution has connected over 900 million people to the internet by 2024, fueling 

economic growth but also exposing the nation to cybercrime. The National Cyber Reporting 

Platform (NCRP) recorded a jump from 1.1 million complaints in 2023 to 1.7 million in 2024, 

reflecting a 54% increase. Financial losses soared to ₹11,333 crore ($1.3 billion USD) in the first 
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nine months of 2024 alone. A notable example is the "digital arrest" scam, where a Delhi woman 

lost ₹23 lakh in October 2024 after fraudsters posing as police coerced her via a video call. This 

paper examines the scope of cybercrime in India, its societal impact, and the measures in place to 

address it. 

Scale and Impact of Cybercrime 

The sheer volume of cybercrime in India is staggering. From January to April 2024, the Indian 

Cyber Crime Coordination Centre (I4C) logged over 740,000 cases, with losses of ₹1,750 crore 

($210 million USD). By September, the year’s financial toll reached ₹11,333 crore. Vulnerable 

sectors include IT, healthcare, and finance, while small businesses suffer due to weak defenses. 

For instance, in July 2024, a ransomware attack on a Mumbai-based pharmaceutical firm 

crippled its supply chain, demanding ₹50 crore in Bitcoin to restore access. 

Geographically, Uttar Pradesh, Karnataka, Telangana, and Maharashtra lead in cybercrime 

reports. Maharashtra’s Pune saw a 2024 case where a stock trading scam defrauded 300 investors 

of ₹80 crore through a fake app promising high returns. The socioeconomic fallout is severe: 

victims lose savings, businesses face downtime, and public trust in digital platforms erodes, 

disproportionately harming rural and elderly populations less equipped to navigate cyber threats. 

Types of Cybercrime 

Cybercrimes in India are diverse, falling into two main categories: 

1. Cyber-Dependent Crimes 

These target technology itself: 

Hacking: In 2023, hackers breached Air India’s systems, exposing data of 4.5 million passengers, 

including passport details, highlighting vulnerabilities in major corporations. 

Malware: The 2024 "Golddiggers" Android trojan infected thousands of devices via fake gaming 

apps, stealing banking credentials and costing users ₹200 crore collectively. 

Denial-of-Service (DoS) Attacks: In June 2024, a DoS attack disrupted the website of India’s 

National Stock Exchange for hours, delaying trades worth billions. 

2. Cyber-Enabled Crimes 

These exploit technology for traditional crimes: 

Financial Fraud: Accounting for 85% of 2024 complaints, scams abound. A Bengaluru man lost 

₹1.2 crore in August 2024 to a WhatsApp-based investment scam promising 300% returns. 

"Digital arrest" scams, where fraudsters impersonate officials, raked in ₹1,616 crore in 2024, 

with a Hyderabad case involving a retired official losing ₹10 lakh to fake CBI officers. 

Cyberstalking and Harassment: In 2023, a Kerala woman faced months of cyberstalking after her 

morphed images were shared on social media, leading to a landmark arrest under the IT Act. 

Such cases disproportionately affect women, with 60% of portal complaints in 2024 tied to 

gender-based abuse. 

Data Breaches: The 2018 Aadhaar breach exposed biometric data of millions, while a 2024 leak 

of 815 million Indians’ COVID-19 test records from the ICMR database was sold on the dark 

web for $80,000, underscoring systemic risks. 

Sources of Cybercrime 
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About 45% of cyberattacks in 2024 originated from Southeast Asia, notably Cambodia, 

Myanmar, and Laos. A 2024 investigation revealed "pig butchering" scams—where victims are 

lured into fake crypto investments—run from Myanmar compounds, defrauding Indians of ₹500 

crore. Domestically, half the malicious traffic targeting businesses came from within India. For 

example, a Delhi-based hacking ring was busted in September 2024, having launched phishing 

campaigns that stole ₹30 crore from 1,000 bank accounts nationwide. 

India’s legal response to cybercrime includes: 

Information Technology Act, 2000 (IT Act): Amended in 2008, it tackled the 2018 Aadhaar 

breach with fines and jail terms for culprits under Section 66. Section 66F was invoked in a 2024 

cyberterrorism case where a Pune man was arrested for plotting attacks via encrypted chats. 

Bharatiya Nyaya Sanhita (BNS), 2023: Applied in a 2024 Hyderabad digital arrest case, leading 

to a seven-year sentence for the mastermind under new fraud provisions. 

Digital Personal Data Protection Act, 2023 (DPDPA): Enforced after the 2024 ICMR breach, it 

fined the responsible vendor ₹10 crore for negligence, setting a precedent for extraterritorial 

accountability. 

Despite these laws, enforcement struggles with international cases, as seen in the untraceable 

Myanmar scam networks. 

Government Response 

Indian Cyber Crime Coordination Centre (I4C): In May 2024, it handled 7,000 daily complaints, 

including a Mumbai case where a ₹5 crore sextortion racket was dismantled. 

National Cybercrime Reporting Portal: A 2024 Chennai woman used it to report a stalker posting 

her private photos, leading to a swift arrest within 48 hours. 

Proactive Measures: In 2024, 17,000 WhatsApp accounts linked to Southeast Asian scams were 

blocked after a ₹100 crore fraud case in Gujarat. Freezing 4.5 lakh mule accounts halted a ₹300 

crore laundering operation in Delhi, while the "160" helpline prefix curbed a ₹50 crore OTP 

scam in Karnataka. 

Challenges 

Public Awareness: A 2024 survey showed 70% of rural victims didn’t report cybercrimes due to 

ignorance, as in a Uttar Pradesh case where a farmer lost ₹5 lakh to a phishing SMS but never 

filed a complaint. 

Cross-Border Jurisdiction: The Myanmar-based pig butchering scam remains unprosecuted due 

to diplomatic and logistical barriers. 

Resource Constraints: A 2024 ransomware attack on a Kolkata hospital went unresolved for 

weeks due to understaffed cybercrime units, costing ₹20 crore in damages. 

Cybercrime in India faces several formidable challenges that hinder effective prevention and 

response, each rooted in systemic, societal, and international complexities. One significant hurdle 

is the lack of public awareness, particularly in rural areas, where knowledge about cyber threats 

remains limited. A 2024 survey revealed that 70% of rural victims failed to report cybercrimes, 

often because they were unaware that they had been targeted or unsure of how to seek redress. A 

striking example comes from Uttar Pradesh, where a farmer lost ₹5 lakh to a phishing SMS scam. 

The fraudulent message, likely posing as a legitimate offer or alert, tricked him into revealing 
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sensitive financial details. Yet, due to his ignorance of both the crime and the reporting process, 

he never filed a complaint, allowing the perpetrators to escape accountability. This widespread 

lack of awareness not only amplifies individual losses but also obscures the true scale of 

cybercrime, making it harder for authorities to allocate resources effectively. 

Another pressing challenge is the issue of cross-border jurisdiction, which complicates the 

prosecution of crimes originating outside India’s borders. A notable case is the Myanmar-based 

"pig butchering" scam, a sophisticated fraud scheme that lured Indian victims with promises of 

high investment returns, only to siphon off an estimated ₹500 crore. Despite its devastating 

impact, the scam remains unprosecuted due to diplomatic and logistical barriers. Myanmar’s 

unstable political climate, coupled with limited extradition agreements and difficulties in 

coordinating with foreign law enforcement, creates a jurisdictional quagmire. Criminals exploit 

these gaps, operating with impunity from safe havens beyond India’s reach, while victims are left 

without recourse. This transnational dimension underscores the urgent need for enhanced 

international collaboration, a goal that remains elusive amid geopolitical tensions and 

bureaucratic delays. 

Resource constraints further exacerbate India’s struggle against cybercrime, particularly within 

law enforcement agencies tasked with investigating and resolving cases. A 2024 ransomware 

attack on a Kolkata hospital serves as a stark illustration of this limitation. Cybercriminals 

encrypted the hospital’s systems, demanding a ransom to restore access, and the ordeal dragged 

on for weeks due to understaffed and overstretched cybercrime units. The lack of personnel, 

combined with inadequate technical expertise and tools, delayed the response, ultimately costing 

the hospital ₹20 crore in damages—covering lost data, disrupted services, and recovery efforts. 

This incident highlights a broader issue: despite the rising tide of cyber threats, many police units 

remain ill-equipped to handle complex digital investigations swiftly and effectively. The 

combination of insufficient funding, training, and manpower leaves critical cases unresolved, 

emboldening cybercriminals and deepening the economic and social toll on victims. 

Together, these challenges—public ignorance, jurisdictional obstacles, and resource shortages—

form a tangled web that undermines India’s ability to combat cybercrime. Addressing them 

requires a concerted effort to educate the populace, strengthen global partnerships, and bolster 

the capacity of law enforcement, all while adapting to the relentless evolution of digital threats. 

Conclusion 

Cybercrime in India is a pressing crisis, with 1.7 million cases and $1.3 billion in losses in 2024. 

Real incidents—like the Air India hack, digital arrest scams, and Aadhaar breaches—illustrate its 

scope and sophistication. While the IT Act, BNS, and I4C bolster defenses, gaps in awareness, 

enforcement, and international cooperation remain. India must enhance education, upgrade law 

enforcement, and forge global partnerships to secure its digital landscape against threats like the 

₹500 crore Myanmar scams or domestic fraud rings. 

Cybercrime in India has emerged as a formidable challenge, underscored by a staggering 1.7 

million reported cases and financial losses amounting to $1.3 billion in 2024 alone. This 

escalating crisis is vividly illustrated through real-world incidents that reveal both the breadth 

and the cunning of these illegal activities. For instance, the Air India hack exposed vulnerabilities 
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in critical infrastructure, compromising sensitive passenger data and disrupting operations. 

Similarly, the rise of digital arrest scams has seen fraudsters impersonate law enforcement 

officials, coercing victims into transferring money under false pretenses. Aadhaar breaches 

further compound the issue, with cybercriminals exploiting the national identification system to 

perpetrate identity theft and financial fraud, highlighting the sophisticated methods employed to 

infiltrate even well-protected systems. 

The complexity of India’s cybercrime landscape is further evident in domestic fraud rings, which 

operate with alarming efficiency, exploiting gaps in digital infrastructure and human error alike. 

To effectively secure its digital future, India must adopt a multifaceted strategy. Enhancing 

education is paramount, ensuring that individuals and businesses alike understand the risks and 

adopt robust cybersecurity practices. Upgrading law enforcement capabilities, through better 

training and cutting-edge technology, would empower authorities to investigate and prosecute 

offenders more effectively. Equally important is the need to forge stronger global partnerships, 

enabling India to collaborate with other nations to track, disrupt, and dismantle international 

cybercrime syndicates. Only through such comprehensive measures can India hope to safeguard 

its digital landscape against the relentless and ever-evolving threat of cybercrime. 
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